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Field Value Comment
pvno INTEGER { ietf-version2 (1) }
sender
GeneralName CHOICE [RFC 2459: A.2]
otherName [0]
AnotherName replaces OTHER-NAME ::= TYPE-
AnotherName SEQUENCE IDENTIFIER, as TYPE-IDENTIFIER is not supported in
the '88 ASN.1 syntax
type-id OBJECT IDENTIFIER
EXPLICIT ANY DEFINED
value [0] BY type-id
rfcB22Name [1] IA5String
dNSName [2] IA5String
x400Address [3] x400 address syntax starts here OR Names
ORAddress SEQUENCE [RFC 2459: A.1]
built-in-standard-attributes
BuiltinStandardAttributes SEQUENCE Built-in Standard Attributes.

country-name

OPTIONAL.

[APPLICATION 1]

CountryName CHOICE
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length))
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length))
administration-domain-name Admlnlstratlrzr;DomamNa OPTIONAL.
network-address [0] OPTIONAL. See also extended-network-address.
NetworkAddress
X121Address NumericString (SIZE (1..ub-x121-address-length))
terminal-identifier [1] OPTIONAL.
Terminalldentifier PrintableString (SIZE (1..ub-terminal-id-length))
private-domain-name [2] OPTIONAL.
PrivateDomainName CHOICE
numeric NumericString (SIZE (1..ub-domain-name-length))
printable PrintableString (SIZE (1..ub-domain-name-length))
organization-name  [3] OPTIONAL. See also teletex-organization-name.
OrganizationName PrintableString (SIZE (1..ub-organization-name-length))

numeric-user-identifier [4]

OPTIONAL.

NumericUserldentifier

NumericString

(SIZE (1..ub-numeric-user-id-length))

personal-name [5]

OPTIONAL. See also teletex-personal-name.

PersonalName

SET
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surname [0] PrintableString (SIZE (1..ub-surname-length))
given-name [1] PrintableString OPTIONAL. (SIZE (1..ub-given-name-length))
initials  [2] PrintableString OPTIONAL. (SIZE (1..ub-initials-length))
generation-qualifier [3] PrintableString OPTIONAL. (SIZE (1..ub-generation-qualifier-length))

organizational-unit-names [6]

OPTIONAL. See also teletex-organizational-unit-names.

OrganizationalUnitNames

SEQUENCE SIZE (1..ub-
organizational-units) OF

OrganizationalUnitName

PrintableString

(SIZE (1..ub-organizational-unit-name-length))

built-in-domain-defined-attributes

OPTIONAL. Built-in Domain-defined Attributes. See also
teletex-domain-defined-attributes.

BuiltinDomainDefinedAttributes

SEQUENCE SIZE (1..ub-
domain-defined-
attributes) OF

BuiltinDomainDefinedAttribute SEQUENCE
type PrintableString (SIZE (1..ub-domain-defined-attribute-type-length))
value PrintableString (SIZE (1..ub-domain-defined-attribute-value-length))

extension-attributes

OPTIONAL. The OR-address is semantically absent from
the OR-name if the built-in-standard-attribute sequence is
empty and the built-in-domain-defined-attributes and
extension-attributes are both omitted.

ExtensionAttributes

SET SIZE (1..ub-
extension-attributes) OF

ExtensionAttribute SEQUENCE
extension-attribute-type [0] INTEGER (0..ub-extension-attributes)
extension-attribute-value [1] ANY DEFINED BY extension-attribute-type
directoryName [4]
Name CHOICE Only one possibility for now. [RFC 2459: A.1]
rdnSequence
RDNSequence SEQUENCE OF

RelativeDistinguishedName

SET SIZE (1 .. MAX) OF

Arc for standard naming attributes

AttributeTypeAndValue id-at OBJECT IDENTIFIER ::= {oint-iso-ccitt(2) ds(5) 4}
type
id-at-organizationName {id-at 10}
id-at-organizationalUnitName {id-at 11}
AttributeType OBJECT IDENTIFIER id-at-title {id-at 12}
id-at-dnQualifier {id-at 46}
id-at-countryName {id-at 6}
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{id-at 41} i d-at-nane

{id-at 4} i d-at-surnane

{id-at 42} i d-at-gi venNane

{id-at 43} id-at-initials

{id-at 44} i d-at-generationQualifier
X520nane CHO CE

teletexString

Tel etexString

(SIZE (1..ub-nane))

printabl eString

Printabl eString

(SIZE (1..ub-nane))

uni versal String

Uni versal String

(SIZE (1..ub-nane))

utf8String UTF8Stri ng (SIZE (1..ub-nane))
bnpStri ng BMPSt ri ng (SI ZE(1. . ub-nane))
{id-at 3} X520CommonName i d- at - commonNanme
{id-at 7} X520Local i t yNane id-at-localityNane
{id-at 8} X5203t atNeaOrnEPr OVINCE 1 4. at - st at eOr Pr ovi nceNane
{id-at 10} X5200r ganlezat I onNam i d-at-organi zati onNane
{id-at 11} X5200r gani zat i onal U i d-at-organi zati onal Uni t Nane
ni t Name
value
AttributeValue ANY
ediPartyName [5]
EDIPartyName SEQUENCE
nameAssigner [0] OPTIONAL.
DirectoryString CHOICE [RFC 2459: A.1]
. TeletexString (SIZE
teletexString (1..MAX))
. . PrintableString (SIZE
rintableStrin
pri g (1..MAX))

universalString

(SIZE (1..MAX))

UniversalString

[UNIVERSAL 28]
IMPLICIT OCTET
STRING

UniversalString is defined in ASN.1:1993.
[RFC 2459: A1]

utf8String

(SIZE (1..MAX))

UTF8String

[UNIVERSAL 12]
IMPLICIT OCTET

The content of this type conforms to RFC 2279.

40f 19




DISA, JIEO-JEBBC
Certificate Management Profile Template

date

Field Value Comment
STRING
bmpString (SIZE(1..MAX))
[UNIVERSAL 30] BMPString is the subtype of UniversalString and models
BMPString IMPLICIT OCTET the Basic Multilingual Plane of ISO/IEC/ITU 10646-1.
STRING [REC 2459: A.1]
partyName [1] DirectoryString
uniformResourceldentifier [6] IA5String
iPAddress [7] OCTET STRING
registeredID [8] OBJECT IDENTIFIER

recipient

GeneralName

messageTime  [0]

OPTIONAL. Time of this message's production.

GeneralizedTime YYYYMMDDHHMMSSZ | [RFC 2459: 4.1.2.5.2]
protectionAlg [1] OPTIONAL.
Algorithmldentifier SEQUENCE [RFC 2459: 4.1.1.2, A.1]
algorithm OID
parameters OPTIONAL. ANY DEFINED BY algorithm.

senderKID [2]

OPTIONAL

Keyldentifier

OCTET STRING

[REC 2459: A.2]

recipKID [3]

Keyldentifier

OPTIONAL

transactionID [4]

OCTET STRING

OPTIONAL. This will be the same in related request,
response and confirmation messages.

senderNonce [5] OCTET STRING OPTIONAL
recipNonce  [6] OCTET STRING OPTIONAL
freeText [7] OPTIONAL

PKIFreeText

SEQUENCE SIZE
(1..MAX) OF UTF8String

RFC 1766 language tag

To indicate the language of the contained text.

generalinfo  [8]

SEQUENCE SIZE

OPTIONAL.

(1..MAX) OF

InfoTypeAndValue SEQUENCE
infoType OBJECT IDENTIFIER
infoValue OPTIONAL. ANY DEFINED BY infoType

body
PKIBody
ir [0] Initialization Request
SEQUENCE SIZE ,

CertRegMessages (1..MAX) OF [RFC 2511: 3, C]

CertReqMsg SEQUENCE
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certReq
CertRequest SEQUENCE
certReqld INTEGER ID for matching request and reply.
certTemplate Selected fields of cert to be issued.
CertTemplate SEQUENCE [RFC 2511: 5, C]
version [0] OPTIONAL.
Version INTEGER { v1(0), v2(1), v3(2) } [RFC 2459: 4.1.2.1, A.1]
serialNumber [1] INTEGER OPTIONAL.
signingAlg [2] Algorithmldentifier OPTIONAL.
issuer [3] Name OPTIONAL.
validity  [4] OPTIONAL. [RFC 2459: 4.1.2.5]
OptionalValidity SEQUENCE At least one MUST be present.
notBefore [0] OPTIONAL.
Time CHOICE [RFC 2459: 4.1, A.1]
utcTime
UTCTime YYMMDDHHMMSSZ [RFC 2459: 4.1.2.5.1]
generalTime GeneralizedTime
notAfter [1] Time OPTIONAL.
subject  [5] Name OPTIONAL.
publicKey [6] OPTIONAL.
SubjectPublicKeyInfo SEQUENCE [RFC 2459: A.1]
algorithm Algorithmldentifier
subjectPublicKey BIT STRING
issuerUID  [7] OPTIONAL.
Uniqueldentifier BIT STRING [RFC 2459: A.1]
subjectUID [8] Uniqueldentifier OPTIONAL.
extensions [9] OPTIONAL.

SEQUENCE SIZE

Extensions (1..MAX) OF [RFC 2459: 4.1, 4.1.2.9, A.1]
Extension SEQUENCE
extnlD OBJECT IDENTIFIER
critical BOOLEAN DEFAULT FALSE
extnValue OCTET STRING
controls OPTIONAL. Attributes affecting issuance.
SEQUENCE
Controls SIZE(1..MAX) OF
AttributeTypeAndValue

pop

OPTIONAL. Content depends upon key type
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ProofOfPossession CHOICE

raVerified [0] NULL psed if thel RA has alrgady verified that the requester is
in possession of the private key.

signature [1]
The signature (using "algorithmidentifier") is on the DER-
encoded value of poposkinput. NOTE: If the
CertRegMsg certReq CertTemplate contains the subject
and publicKey values, then poposkinput MUST be
omitted and the signature MUST be computed on the

POPOSigningKey SEQUENCE DER-encoded value of CertRegMsg certReq. If the
CertRegMsg certReq CertTemplate does not contain the
public key and subject values, then poposkinput MUST
be present and MUST be signed. This strategy ensures
that the public key is not present in both the poposkinput
and CertRegMsqg certReq CertTemplate fields.
poposkinput [0] OPTIONAL.
POPOSigningKeylnput SEQUENCE
authinfo CHOICE
Used only if an authenticated identity has been
sender [0] GeneralName established for the sender (e.g., a DN from a previously-

issued and currently-valid certificate.

publicKkeyMAC

Used if no authenticated GeneralName currently exists
for the sender; publicKeyMAC contains a password-
based MAC on the DER-encoded value of publicKey

PKMACValue SEQUENCE
algld Algorithmldentifier
algorithm 12840113533 7 66 13 | PasswordBasedMac
parameters
PBMParameter SEQUENCE
salt OCTET STRING
owf Algorithmldentifier Algld for a One-Way Function (SHA-1 recommended).
iterationCount INTEGER Number of times the OWF is applied.
. o The MAC Algld (e.g., DES-MAC, Triple-DES-MAC
mac Algorithmidentifier [PKCS11], or HI\(/IA% [RFC2104, RF(FZ)ZZOZ]).
value BIT STRING
publicKey SubjectPublicKeyInfo From CertTemplate.
algorithmldentifier Algorithmldentifier
signature BIT STRING
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keyEncipherment [2]
POPOPrivKey CHOICE
. Possession is proven in the message (which contains the
thisMessage [0] BIT STRING private key itself (encrypted for the CA)).
subsequentMessage [1] SubsequentMessage Possession will be proven in a subsequent message.
SubsequentMessage INTEGER
Requests that resulting certificate be encrypted for the
encrCert 0) end entity (following which, POP will be proven in a
confirmation message).
Requests that CA engage in challenge-response
challengeResp (1) exchange with end entity in order to prove private key
possession.
For keyAgreement (only), possession is proven in this
message (which contains a MAC (over the DER-encoded
value of the certReq parameter in CertReqMsg, which
MUST include both subject and publicKey) based on a
dhMAC [2] BIT STRING key derived from the enjd entity'spprivate )IZI))H key and the
CA's public DH key). The dhMAC value MUST be
calculated as per the directions given in RFC 2511,
Appendix A.
keyAgreement [3] POPOPrivKey
SEQUENCE OPTIONAL. Registration Controls in CRMF.
reginfo SIZE(1..MAX) OF id-pkip OID ::= { id-pkix 5 }
AttributeTypeAndValue id-regCtrl {id-pkip 11}
RegToken UTF8String id-regCtrl-regToken {id-regCtrl 1}
Authenticator UTF8String id-regCtrl-authenticator {id-regCtrl 2}
PKIPublicationInfo SEQUENCE id-regCtrl-pkiPublicationinfo  {id-regCtrl 3 }
action INTEGER
dontPublish (0)

pleasePublish (D

publnfos

SEQUENCE SIZE

OPTIONAL. If action is "dontPublish," publnfos MUST
NOT be present. If action is "pleasePublish" and

(1..MAX) OF publinfos is omitted, "dontCare" is assumed.
SinglePublnfo SEQUENCE
pubMethod INTEGER
dontCare (0)
x500 (1)
web (2
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Idap (3)
pubLocation GeneralName OPTIONAL.
. . id-regCtrl-pkiArchiveOptions
PKIArchiveOptions CHOICE {id-regCtrl 4}
encryptedPrivkey  [0] The actual value of the private key.
The encrypted private key MUST be placed in the
EncryptedKey CHOICE envelopedData encryptedContentinfo encryptedContent
OCTET STRING.
encryptedValue
EncryptedValue SEQUENCE

intendedAlg [0]

Algorithmldentifier

OPTIONAL. The intended algorithm for which the value
will be used.

symmaAlg [1]

Algorithmlidentifier

OPTIONAL. The symmetric algorithm used to encrypt
the value.

encSymmKey [2]

BIT STRING

OPTIONAL. The (encrypted) symmetric key used to
encrypt the value

keyAlg [3]

Algorithmlidentifier

OPTIONAL. Algorithm used to encrypt the symmetric
key.

valueHint  [4]

OCTET STRING

OPTIONAL. A brief description or identifier of the
encValue content (may be meaningful only to the sending
entity, and used only if EncryptedValue might be re-
examined by the sending entity in the future).

encValue BIT STRING The encrypted value.
envelopedData  [0]
EnvelopedData SEQUENCE [RFC 2630: 6.1, A]
version
. { v0(0), v1(1), v2(2), v3(3), v4(4) }
CMSVersion INTEGER [RFC 2630: 10.2.5]
originatorinfo [0] IMPLICIT OPTIONAL.
Originatorinfo SEQUENCE
certs [0] IMPLICIT OPTIONAL.
CertificateSet SET OF [REC 2630: 10.2.3]
CertificateChoices CHOICE
The DOD certificate profiles are defined in the
certificate Certificate "Department of Defense Class 3 Public Key
Infrastructure Interface Specification."
extendedCertificate IMPLICIT
[0] ExtendedCertificate Obsolete. PKCS #6
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IMPLICIT
attrCert [1] AttributeCertificate See X.509 and X9.57
cris [1] IMPLICIT OPTIONAL.
CertificateRevocationLists SET OF [RFC 2630: 10.2.1; RFC 2459: 5.1]
CertificateList SEQUENCE [RFC 2459: A.1, X.509: 11.2, A]
tbsCertList
TBSCertList SEQUENCE
version Version OPTIONAL. If present, shall be v2.
signature Algorithmldentifier
issuer Name
thisUpdate Time
nextUpdate Time OPTIONAL.
- SEQUENCE OF
revokedCertificates SEQUENCE OPTIONAL.
userCertificate
CertificateSerial INTEGER [RFC 2459: 4.1, 4.1.2.2]
Number
revocationDate Time
crlEntryExtensions Extensions OPTIONAL. If present, shall be v2.

crlExtensions  [0]

EXPLICIT Extensions

OPTIONAL. If present, shall be v2.

signatureAlgorithm

Algorithmldentifier

signatureValue BIT STRING
recipientinfos
Recipientinfos SET OF
Recipientinfo CHOICE [RFC 2630: 6.2]
ktri
KeyTransRecipientinfo SEQUENCE [RFC 2630: 6.2.1]
version CMSVersion Always set to 0 or 2.
rid
Recipientldentifier CHOICE
issuerAndSerialNum
ber
:f]z‘éfrA”dse”a'N“ SEQUENCE [RFC 2630: 10.2.4, A]
issuer Name
serialNumber
CertificateSerial INTEGER

Number
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subjectKeyldentifier
[0]
SubjectKeyldentifier OCTET STRING

keyEncryptionAlgorithm
KeyEncryptionAlgorit Algorithmidentifier | [REC 2630: 10.1.3, A]
hmldentifier

encryptedKey
EncryptedKey OCTET STRING

kari [1]

KeyAgreeRecipientInfo SEQUENCE [RFEC 2630: 6.2.2]
version CMSVersion Always set to 3.
originator [0] EXPLICIT

Originatorldentifier CHOICE
OrKey
issuerAndSerialN IssuerAndSerialNumber
umber
subjectkeyldentifi SubjectKeyldentifier
er [0]
originatorKey [1]
OriginatorPubli SEQUENCE
cKey
algorithm AlgorithmlIdentifier
publicKey BIT STRING
ukm [1] EXPLICIT OPTIONAL.
UserKeyingMaterial OCTET STRING [RFC 2630: 10.2.6, A]
keyEncryptionAlgorith | KeyEncryptionAlgorithmld
m entifier
;tasC|p|entEncryptedKe RecipientEncryptedKeys
RecipientEncrypted SEQUENCE OF
Keys
RecipientEncrypt
edKey SEQUENCE
rid
KeyAgreeReci CHOICE

pientldentifier

issuerAndSerial
Number

IssuerAndSerialNumber
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rkeyld [0] IMPLICIT
RecipientKeyl
dentifier SEQUENCE
SUbJ?.CtKeyl SubjectKeyldentifier
dentifier
date GeneralizedTime OPTIONAL.
other OPTIONAL.
OtherKey )
Attribute SEQUENCE [RFC 2630: 10.2.7, A]
keyAttrid OBJECT IDENTIFIER
keyAttr OPTIONAL. ANY DEFINED BY keyAttrld.
encryptedKey EncryptedKey
kekri [2]
KEKRecipientInfo SEQUENCE [RFC 2630: 6.2.3]
version CMSVersion Always set to 4.
kekid
KEKIdentifier SEQUENCE

keyldentifier

OCTET STRING

date GeneralizedTime OPTIONAL.
other OtherKeyAttribute OPTIONAL.
keyEncryptionAlgorith | KeyEncryptionAlgorithmld
m entifier
encryptedKey EncryptedKey
encryptedContentinfo
EncryptedContentinfo SEQUENCE
contentType
ContentType OBJECT IDENTIFIER [RFC 2630: 11.1, A]

contentEncryptionAlgorithm

ContentEncryptionAlgorithm

Algorithmlidentifier

[RFC 2630: 10.1.4, A]

Identifier
encryptedContent [0] IMPLICIT OPTIONAL
EncryptedContent OCTET STRING
unprotectedAttrs [1] IMPLICIT OPTIONAL.
UnprotectedAttributes SET SIZE (1..MAX) OF
Attribute [RFC 2630: 5.3, A]
attrType OBJECT IDENTIFIER
attrValues SET OF
AttributeValue ANY
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keyGenParameters [1]

KeyGenParameters

OCTET STRING

Parameters which allow the private key to be re-
generated.

Set to TRUE if sender wishes receiver to archive the
private key of a key pair which the receiver generates in

archiveRemGenPrivkey [2] BOOLEAN response to this request; set to FALSE if no archival is
desired.
ip_ [1]
CertRepMessage SEQUENCE
SEQUENCE SIZE
caPubs [1] (1.MAX) OF OPTIONAL.
Certificate
response SEQUENCE OF
CertResponse SEQUENCE
to match this response with corresponding request (a
certReqld INTEGER value of -1 is to be used if certReqld is not specified in
the corresponding request)
status
PKIStatusinfo SEQUENCE
status
PKIStatus INTEGER
granted ©) You got exactly what you asked for.
grantedWithMods ) _You got sqmething like w_hgt you as!<ed for; the requester
is responsible for ascertaining the differences.
rejection ?) You don't get it, more information elsewhere in the
message.
waiting 3) The request body part has not yet been processed,
expect to hear more later
revocationWwarning 4) ?I'his.message contains a warning that a revocation is
imminent.
revocationNotification  (5) Notification that a revocation has occurred.
. Update already done for the oldCertld specified in
keyUpdateWarning (6) CertReqMsg
statusString PKIFreeText OPTIONAL.
faillnfo OPTIONAL.
PKIFailurelnfo BIT STRING
badAlg (0) Unrecognized or unsupported Algorithm Identifier.
badMessageCheck (1) Integrity check failed (e.g., signature did not verify).
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badRequest (2) Transaction not permitted or supported.
badTime 3) The mes.sageTime was not sufficien.tly close to the
system time, as defined by local policy.
badCertld 4) NQ cgrtificate could be found matching the provided
criteria.
badDataFormat (5) The data submitted has the wrong format.
wrongAuthority ©6) The authqrity indicated in the request is different from the
one creating the response token.
incorrectData (7) The requester's data is incorrect (for notary services).
missingTimeStamp (8) A timestamp is absent but should be present by policy.
badPOP (9) The proof-of-possession failed.
certifiedKeyPair OPTIONAL.
CertifiedKeyPair SEQUENCE
certOrEncCert
CertOrEncCert CHOICE
certificate  [0] Certificate
encryptedCert [1] EncryptedValue
privateKey [0] EncryptedValue OPTIONAL.
publicationinfo [1] PKIPublicationInfo OPTIONAL.

OPTIONAL. Analogous to the id-reginfo-asciiPairs

rspinfo OCTET STRING OCTET STRING defined for RFC 2511: 7.
cr  [2] CertRegMessages Certification Request
cp  [3] CertRepMessage Certification Response
plOcr [4] PKCS #10
CertificationRequest SEQUENCE
certificationRequestinfo
CertificationRequestinfo SEQUENCE
version For compatibility with future revisions of PKCS #10.
Version INTEGER For version 1.0 it shall be 0.
subject Name The distinguished name of the certificate subject.

subjectPublicKeyInfo

SubjectPublicKeylnfo

Identifies the entity's public-key algorithm (and any
associated parameters).

attributes [0]

IMPLICIT

Attributes providing additional information about the
subject of the certificate. Some attribute types that might
be useful here are defined in PKCS #9.

Attributes

SET OF Attribute

signatureAlgorithm

Identifies the signature algorithm (and any associated
parameters) under which the certification-request
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information is signed.

SignatureAlgorithmldentifier

Algorithmldentifier

The result of signing the certification request information
with the certification request subject's private key. The
signature process consists of two steps:

1. The value of the certificationRequestinfo field is DER

signature encoded, yielding an octet string.
2. The result of step 1 is signed with the certification
request subject's private key under the specified
signature algorithm, yielding a bit string, the signature.
Signature BIT STRING

popdecc [5]

pop Challenge

POPODecKeyChallContent

SEQUENCE OF

One Challenge per encryption key certification request (in
the same order as these requests appear in
CertRegMessages).

Challenge

SEQUENCE

owf

Algorithmldentifier

OPTIONAL. MUST be present in the first Challenge;
MAY be omitted in any subsequent Challenge in
POPODecKeyChallContent (if omitted, then the owf used
in the immediately preceding Challenge is to be used).

witness

OCTET STRING

The result of applying the one-way function (owf) to a
randomly generated INTEGER, A. [Note that a different
INTEGER MUST be used for each Challenge.]

challenge

OCTET STRING

the encryption (under the public key for which the
certificate request is being made) of Rand, where Rand is
specified as:
Rand ::= SEQUENCE {
int  INTEGER,
- the randomly-generated INTEGER A (above)
sender GeneralName
- the sender's name (as included in PKIHeader)

popdecr [6]

pop Response

POPODecKeyRespContent

SEQUENCE OF
INTEGER

One INTEGER per encryption key certification request (in
the same order as these requests appear in
CertRegMessages). The retrieved INTEGER A (above)
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is returned to the sender of the corresponding Challenge.
kur [7] CertRegMessages Key Update Request
kup [8] CertRepMessage Key Update Response
krr 9] CertRegMessages Key Recovery Request
krp  [10] Key Recovery Response
KeyRecRepContent SEQUENCE
status PKIStatusinfo
newSigCert [0] Certificate OPTIONAL.
SEQUENCE SIZE
caCerts [ (1..MAX) OF Certificate OPTIONAL.
SEQUENCE SIZE
keyPairHist [2] (1..MAX) OF OPTIONAL.
CertifiedKeyPair

rr [11]

Revocation Request

RevRegContent SEQUENCE OF
RevDetails SEQUENCE
certDetails CertTemplate For cases in which serialNumber is not available.

revocationReason

OPTIONAL. The reason that revocation is requested.

ReasonFlags

BIT STRING

[REC 2459: 4.2.1.14, A.2]

unused (0)
keyCompromise (1)
cACompromise (2)
affiliationChanged (3)
superseded (4)
cessationOfOperation  (5)

certificateHold

(6)

badSinceDate

GeneralizedTime

OPTIONAL. Indicates best knowledge of sender

crlEntryDetails Extensions OPTIONAL. Requested crlEntryExtensions
p [12] Revocation Response
RevRepContent SEQUENCE
SEQUENCE SIZE
status (1..MAX) OF In same order as was sent in RevReqContent.

PKIStatusInfo

revCerts [0]

SEQUENCE SIZE
(1..MAX) OF Certld

OPTIONAL. IDs for which revocation was requested
(same order as status).

cris  [1]

SEQUENCE SIZE
(1..MAX) OF
CertificateList

OPTIONAL. The resulting CRLs (there may be more
than one).
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ccr  [13] CertRegMessages Cross-Cert. Request
ccp  [14] CertRepMessage Cross-Cert. Response
ckuann [15] CA Key Update Ann.
CAKeyUpdAnnContent SEQUENCE
oldWithNew Certificate old pub signed with new priv
newWithOld Certificate new pub signed with old priv
newWithNew Certificate new pub signed with new priv
cann [16] Certificate Ann.
CertAnnContent Certificate
rann [17] Revocation Ann.
RevAnnContent SEQUENCE
status PKIStatus
certld
Certld SEQUENCE [RFC 2511: 6.2, C]
issuer GeneralName
serialNumber INTEGER

willBeRevokedAt

GeneralizedTime

badSinceDate

GeneralizedTime

OPTIONAL. Extra CRL details (e.g., crl number, reason,

criDetails Extensions .
location, etc.)
crlann [18] CRL Announcement
CRLANnNnContent SEQQENCE.OF
CertificateList
conf [19] Confirmation
PKIConfirmContent NULL
nested [20] Nested Message
NestedMessageContent PKIMessage A RA can forward an EE message to a CA.
genm [21] General Message
May be sent by EE, RA, or CA (depending on message
content). The OPTIONAL infoValue parameter of
SEQUENCE OF InfoTypeAndVa_Iue will typically be on_witteq for some of
GenMsgContent InfoTypeAndValue the examples given abov_e. The receiver is free to ignore
any contained OIDs that it does not recognize. If sent
from EE to CA, the empty set indicates that the CA may
send any/all information that it wishes.
genp [22] General Response
GenRepContent SEQUENCE OF The receiver is free to ignore any contained OIDs that it

InfoTypeAndValue

does not recognize.
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Field Value Comment
error [23] Error Message
ErrorMsgContent SEQUENCE
pKIStatusinfo PKIStatusInfo
errorCode INTEGER OPTIONAL. Implementation-specific error codes.

errorDetails

PKIFreeText

OPTIONAL. Implementation-specific error details.

protection [0]

OPTIONAL. [RFC 2510: 3.1.3]

PKIProtection BIT STRING
ProtectedPart SEQUENCE OPTIONAL. Calculated on the DER encoding of:
header PKIHeader
body PKIBody

Shared Secret MAC

OPTIONAL. Sender and recipient share secret
information

PasswordBasedMac 12840113533 7 66 13
PBMParameter SEQUENCE
salt OCTET STRING
owf Algorithmldentifier RFC 2510 recommends SHA-1.
iterationCount INTEGER Number of times the OWF is applied.
mac Algorithmldentifier RFC 2510 cites as examples DES-MAC, Triple-DES-

MAC [PKCS11], or HMAC [RFC2104, RFC2202].

DH Key Pairs MAC

OPTIONAL. Sender and receiver possess Diffie-Hellman
certificates with compatible DH parameters

DHBasedMac 12840113533 7 66 30
DHBMParameter SEQUENCE
owf Algorithmldentifier RFC 2510 recommends SHA-1.
. o RFC 2510 cites as examples DES-MAC, Triple-DES-
mac Algorithmidentifier MAC [PKCS11], or HMAC [RFC2104, RFC2F2)02].
OPTIONAL. A sender possessing a signature key pair
can sign the PKI message. PKIProtection will contain the
Signature signature value and the protectionAlg will be an

Algorithmldentifier for a digital signature (e.qg.,
md5WithRSAEnNcryption or dsaWithSha-1).

signatureValue

BIT STRING

Calculated on the DER encoding of tbsCertificate.
[RFC 2459: 4.1.1.3]

Multiple Protection

OPTIONAL. When a RA forwards an EE message to a
CA it may also include a MAC value or signature.

extraCerts [1]

SEQUENCE SIZE
(1..MAX) OF Certificate

OPTIONAL.

OOBCert

Certificate

Data structures that support out-of-band root CA public
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key publication. [RFC 2510: 3.2.5]
OOBCertHash SEQUENCE
hashAlg [0] Algorithmldentifier OPTIONAL.
certld [1] Certld OPTIONAL.
hashval BIT STRING This is calculated over DER encoding of the

subjectPublicKey field of the corresponding certificate.
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